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Based on the OPNET Modeler V.14 NetDoctor application program package,
the security policy method of switched networks

The publication is devoted to development, security of modeling technology of switched local area networks
on the basis of the program package OPNET Modeler v.14. using the NetDoctor module. In this work the
switched local area networks will be created using two different switching devices: hubs and switches. A hub
transfers a package that has arrived at one of itsinputs to all outputs regardless of the purpose of the package.
On the other hand, the switch transfers the package to one or more outputs depending on the purpose of the
package. In the recommended work for analysis and modeling of various networks the application program
package of application program package of OPNET Modeller 14.0, performing the role of the commercial
version offered free to educational use. The novelty is the method of modeling of loca area networks on
OPNET Modeler 14.0 with its subsequent extension and carrying out of research of modeled extended
switched network.
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The purpose of thiswork is to analyze and research the simulation model in providing security for the
design of switched local area networks. The development of simulation modeling in this case provides an
opportunity to study the functioning of different local area networks, formed with the assistance of switches
and hubs.

Thereisalimit on the number of nodes that can be connected with the network and the size of the area
that the network can serve. Local area networks use switches to enable connection between two computers
even when there is no direct connection between these nodes. A switch is a device with several inputs and
outputs to which computers are connected. The main work of the switch is to accept packages that arrive at
the input and redirect them to the correct output so that they can reach their recipient.

In this case, the key problem faced by the switch is the limited bandwidth of its outputs. If the packages
designed to a particular output arrive at the switch and the speed of their arrival exceeds the bandwidth ca
pacity of this output, we will get the problem of packages collision. In this case, the switch will build the
packages into the queue or send them to the buffer until the problemis resolved.

In this work the switched local area networks will be created using two different switching devices:
hubs and switches. A hub transfers a package that has arrived at one of its inputs to all outputs regardless of
the purpose of the package. On the other hand, the switch transfers the package to one or more outputs de-
pending on the purpose of the package.

We will further research the degree of influence of network configuration and types of switching devic-
es on network bandwidth capacity.

We create a project to fulfill the set goals with the following actions based on the application program
package OPNET Modeller 14 [1].
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In the recommended work for analysis and modeling of various networks the application program pack-
age of application program package of OPNET Modéller 14.0, performing the role of the commercia version
offered free to educationa use. It is known that the accumulation and analysis of the passing network traffic
is obligatory in the researches of various networks. The need for research on the network load arises for
some reasons, including efficiency evaluation, information security, search of parts for the necessary net-
work structure, network research, check of incoming and outgoing traffic for necessary operation of Internet
connection, etc. From a small conducted information review it can be said that the application program pack-
age of the application program package OPNET Modeler 14.0 is most suitable for modeling LAN communi-
cation technology.

Due to the fact that it has alarge library of various ready-made models of used equipment objects, it is
possible to model almost al existing communication networks at the moment and change the model input
parameters in modeling.

The Figure 1 shows the developed model of the local area network on the desktop of application pro-
gram of the application program package OPNET Modeler 14.0.

The node objects are connected by a set of types of priority modules, processors, transmitters and re-
ceivers, which isaset of toolsfor creating, modeling and studying communication networks [2].

The novelty is the method of modeling of loca area networks on OPNET Modeler 14.0 with its subse-
guent extension and carrying out of research of modeled extended switched network:

1. Use the application program package OPNET Modeler 14.0 and from its File menu choose New.

2. Mark Project by clicking on the Ok

3. In the Initial Topology dialog box, choose Create Empty Scenario, click Next, choosing Office
from Network Scale list, click Next three times and then click Ok.

4. Close the Object Palette diaog box.

Network creation. We should perform the following sequence of actions for switched network crea-
tion:

1. Choose the Topology > Rapid Configuration menu. From the menu choose Star and click the Ok
button.

2. In the Rapid Configuration diaog box, click the Select Models button. From the Model List menu
choose Ethernet and click Ok etc.

The created network should ook like shown in Figurel.

As aways, you need to make sure that the project is saved.

Figure 1. Switched Network

We will configure the passing network traffic

We should perform the following sequence of actions:

1. Right-click on any of the 16 stations and the Edit attributes will appear to configure it
2. Click the Ok button to close the Edit Attributes window.

3. Set by different types of traffic and its modeling
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Figure 2. Modeling results of the created network

The Figure 2 shows that the transmitted load does not immediately become stable during the model
time. Asaresult, we get Figure 3 where the results of the general modeling are visible.

Figure 3. General Modeling Results window

In the Modeling Results window, Figure 3 shows the number of transmitted symbols over the network
during the model time 5.28497e+010, the number of fulfilled requirements is—420, efficiency is—17.617 and
other [3].

The Figure 3 shows that the network that was created consists of 2 hubs for connecting 16 stations and a
switch. For creation of the second part of the network, we first create a network consisting of one hub and
16 stations.

From the menu Scenarios choose Duplicate Scenario.

Open Object Palette and make sure that Ethernet is chosen from the menu.

Now we will place the hub and the switch in the new scenario (Fig. 3).

For another hub addition, you need to press it to display, move the mouse to the desktop and click
where you want to place the node. In the same way we will move the Switch. Asaresult, we get Figure 2.

The window for new network creation with the addition of a switch and one more hub. The results of
the modeling in the new network are given in Figure 4.

Cepust «®uanka». Ne 4(92)/2018 79



M.Z. Yakubova, T.G. Serikov

Figure 4. Modeling results in the new network

The comparative anaysis between the created networks shows that the values of al parameters have
grown significantly.

Now we model the created switched network using the NetDoctor module.

For its structure verification, we thereby ensure the security of the structure of its building [4]. To con-
duct this experiment, we will turn to the main menu OPNET Modeler and by clicking on the module
NetDoctor open its window and run this module. By modeling the switched network on this module we will
check its results shownin Figure 5.

Figure 5. The modeling result of the created network on testing its security on the NetDoctor module

The Figure 5 shows that there are no errors in this network when building it, so the network is built
without errors.

Conclusions

The given work can be used at carrying out of research of networks functioning with switches and at
building of large switched networks. The causes when buffer becomes full are noted in the increased amount
of latency on network connection (in the time of the switching table completion). The mediocre network la-
tency decreases when the switch is added.

The modeling results using the NetDoctor modul e shows that the network is built without errors.
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KommyTanusijianFaH xeJijiepAiH Kayinci3airin kKaMmramMmachi3 eTy YUIiH
OPNET Modeler v.14.5 NetDoctor koamano6aabl 6araapjaMachbiHbIH
Heri3iHje ’kacajFaH dicreMe

Makasia KypbUIFaH KYHeHiH Kayirnci3airin kamramacsi3 ety yiuin NetDoctor momynin kosimansim, OPNET
Modeler v.14-te chIMCBI3 a0OHCHTTIK KAaTBIHAC JKYHECIH MOJENBICYre S>KOHE 3epTTeyre apHaiFaH.
KoMMyTaTOpAbIH HETi3ri KeMUILTri — MIBIFBICTap/ABIH JKiOepy JKOJaFbIHBIH HIekTeyniri. Erep ne makertep
Oenrimi Oip MIBIFBICKA apHANFaH KOMMYTAaTOpPFa KeNiN TYCIN JKOHE OHBIH JKBUIJAMABIFBI JKOHE OTKi3y
KaOLTeTTUIIriHeH >KOFapbl 0OoJica, ONApAbIH KaKTBIFBICY HpoOieMachl maiina Oomamel. By skarmaiina
KOMMYTAaTOp MaKeTTepi caKTayra HeMece oap/bl Ke3eKKe skibepeni. Byt ®yMbIcTa eki KOMMyTaHsIIaif ThIH
KYPBUIFBUIAP/IBIH  KOJJIAaHBLTYbl apKbUIbl KOMMYTALMsJIAHATBIH JKEPriTiKTi-eCenTeyill Keliiep Kypbuiapl:
KOHIIGHTpAaTOpiiap MeH KoMmmyTaropiap. KoHueHTpaTtop KipiciHe Keminm TYCKeH MakeTTepai OapJibiK
HIBIFBICTapbIHA JKibepeni. OpTypni JKedinepai Tanmay JKoHE MOJENbACY YIIIH KOMMEPUHMSUIBIK TYPiHiH
Kei3MeTiH  atkapateiH  OPNET Modeler v.14.5 xommauGansl OarmapiaMacsl  KOJIAHBUIABL.  SIFHU
OarmapiaMana JaiiblH MOJENbAEPAiH KONTiriHe OailaHbICThl, Ka3ipri TaHAaFbl OapiblK OalaHBICTHIPYIIBI
JKeTJIepl MoJeNbeyTre JKoHe OJapIbIH KipicTepiH e3repryre MyMKiHfik Oepeni. Conbimen karap OPNET
Modeler 14.0 Garmapiaamackl MEH OHBIH KGHEHTLTYIHIETi JKepriliKTi-ecenTeyill jKesinepai MoaeabaeyIiH
Tociniepi MeH KeHEHTINreH KOMMYTalMsIaHFaH KeIiepai 3epTTey KapacThIpbULIBI. Byl )KYMBICTHI 3epTTey
Ke3iHJeT] XKeNIep/iH XKYMBIC iCTeyiH TeKcepy XoHe YIIKeH KOMMYTAIMSUIAaHATBIH JKeTiaepial Kypy YIIiH
naiigananyra 0oasl.

Kinm coe30ep: OPNET Modeler v.14, chiMChI3 KeprilikTi skeiti, KOChIMIagap MakKeTi, sKepriTiKTi jKeJisep,
NetDoctor, tpaduk, Moaenszey.
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MeTtoanka odecnevenusi 6€30MaCHOCTH KOMMYTHPOBAHHBIX ceTeil
Ha ocHOBe makera npukJjaaabix nporpamm OPNET Modeler V.14 NetDoctor

Crathst IpeHa3HaYeHa JJIsI MOJCIUPOBAHUS U UCCIENOBAHMS CHCTEMBI OECIIPOBOAHOTO aDOHEHTCKOTO JI0C-
tyna B OPNET Modeler v.14 ¢ ucnons3oBanuem moxyns NetDoctor mis obecrniedenus 6€30IacHOCTH CO3-
JIaHHOHM cucteMbl. OCHOBHBIM HEIOCTATKOM KOMMYTaTOpa SIBIISIETCS OIpaHMYEHHas HPOITyCKHAas CrocoO-
HOCTb. Ecin makeTsl MOCTyNaloT K BBIXOJHOMY KOMMYTATOpPY, B KOTOPOM CKOPOCTb M NPOITYCKHas CHoco0-
HOCTb BBICOKH, BO3HHMKAaeT MpoOjeMa — MX CTOJIKHOBEHHS. B 3ToM ciydae kommyrtarop OyaeT XpaHHTb
HAKEeThl MJIM OTIIPABJIATH UX B 04epeib. B 3T0i paboTe JoKaabHbIe KOMMYTAIIMOHHBIC BBIYMCIUTEIIBHBIE CETH
00pa3yloTcsi C HCIOIb30BAHMEM JBYX KOMMYTAaTOPOB. KOHIIEHTPAaTOpOB M KOMMYyTaTtopoB. [lakeros,
MOCTYIAOIIMX B BXOJ KOHIIEHTPATOpa, HAMpPAaBISIIOT Ha Bee BhIXonbl. [Ipunoxenne OPNET Modeler v.14.5
HCTIONB3YeTCs Ul aHalmM3a W MOJEIHMPOBAHHS Pa3IMYHBIX CeTel Kak KOMMepdeckoro Tuma. To ecTs,
Onarozmapsi OOJBIIOMY KOJIMYECTBY TOTOBEIX MoOJeENel B NpOTrpaMMe, STO IO3BOJUT MOJEIHPOBATH BCE
CYLIECTBYIOIIIME COCAMHMTENbHBIE CETH W H3MEHATh MX BXoAbl. Kpome Toro, ObuIM 00CYXAEHBI
uccnenosanust OPNET Modeler 14.0 u ero pacmMpeHHBIX JIOKAIBHBIX BBIYMCIHTEIBHBIX CETCH W
COBPEMEHHBIX CeTeil KOMMyTanuu. OTa pabora MOXKeT ObITb HCHOJb30BaHA UL  MPOBEPKH
HPOM3BOJMUTENBHOCTH CETeH B X0/1€ UCCIICNOBAHMIT M CO3/1aHus OONBIIMX CeTeil KOMMYTAIHH.

Knrouesvie cnosa: OPNET Modeler v.14, GecripoBoaHasi JOKalbHasi CEeTh, MAaKeT MPUKIAIHBIX MIPOrPaMM,
JoKanbHO-BhIuKcIHTENbHBIE ceTi, NetDoctor, Tpaduk, MoxenpoBaHue.
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